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AN ANALYTICAL APPROACH OF CYBER LAWS AND 

CYBER CRIMES AN INDIAN LEGAL PERSPECTIVE 

(By Subhajit Samanta and Somarsee Bakshi, Bikash Bharati Law College 

University of Calcutta) 

 

ABSTRACT 

Cyberspace is governed by specific rules, laws and regulations called cyber law. The aim and 

object of laws relating to Information Technology and Cyber Crime as acts that are punishable 

by the Information Technology Act, 2000 and which would be unsuitable as the Indian Penal 

Code, 1860 and it also cover many crimes such as e-mail spoofing, cyber defamation, sending 

threatening e-mails etc. Therefore, any illegal conduct has been committed by a computer 

system or network which includes such crimes as illegal sense or distributing information 

through a computer system or its network. Cyber Law is a legal system designed to deal with 

the Internet whereas, cybercrimes are a generic term that refers to all criminal activities which 

are done using the medium of computers. It is classified into various categories including 

Identity Theft, Cyber Stalking, Hacking, Viruses and Other Malicious Programs, Online 

Gambling, Phishing, Cyber Pornography, Cyber Defamation, Cyber Terrorism etc. These 

crimes were classified and recognised in the I.T. Act, 2000. It has been a contradiction between 

cybercrime and any other crimes defined by various statutes, it is important to understand with 

a better view and perspective due to its involvement in every aspect of human activity. This 

paper aims to evaluate the cyber laws, cyber crimes and their various punishable provisions 

mentioned in the Information and Technology Act, 2000. 

 

INTRODUCTION 

"Information Technology is a scientific, technological and engineering discipline and 

management technique used in handing the information, it's application and association with 

social, economical and cultural matters" 

 - UNESCO  

 

The internet has brought tremendous changes to human civilization because of the rapid 

progress in the technology sector, the usage of cyberspace has become a common practice. 

Hence, during the 21st century, the IT Act 2000 came into force. This was implemented to 

ensure all the online activities and records are brought under the spectrum of legal governance. 
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To eradicate crimes in the cyber world requires international cooperation due to the 

abandonment of physical boundaries which beyond someone’s control. The ‘European 

Convention on Cyber Crime’ popularly known as ‘Budapest Convention on Cyber Crime’ is the 

first international treaty on crimes which are committed via the internet to recognise the 

uniformity of the National and International Laws, which provided adequate legal responses. 

However, the main focus of the Convention is to deal with the infringement of copyright, 

computer-related fraud, child pornography and violation of network security by giving a 

common perception on the International Community. 

 

HISTORICAL EVOLUTION 

The first cybercrime was recorded in the year 1820. Though, it was not an expected fact that the 

abacus which is committed at the earliest to a computer in India, Japan and China the earliest 

form of a computer is established. The epoch of modem computers commenced with the 

analytical engine of Charles Babbage. In 1820, Joseph-Marie Jacquard, a textile manufacturer 

in France, produced the loom. This device permits the recurrence of a series of steps in the 

weaving of special fabrics. This consequence a fear amongst Jacquard’s employees that their 

traditional livelihood and employment were threatening. They committed acts of obstructing to 

discourage Jacquard from further use of the new technology and this is the first recorded 

cybercrime. Though, the internet has been introduced in India by state-owned VSNL on the 

48th Independence Day[1]. Since then the increasing number of online users has been changed 

drastically India ranked as the 2nd largest internet user in the world after china[2]. 

 

In the case of cybercrime, legislators grew progressively perceptive in the 1980s as businesses 

were more dependent upon computerization and as impetus event cases revealed significant 

susceptibilities to digital crime violations and criminals might now easily encrypt information 

constituting evidence of their criminal activities information and even transmit it with little fear 

of perception by law enforcement. The reason is the remarkably impact of the Internet, a 

cybercrime sequence may at now span from the geographical point of the victimization to any 

other point on the planet, further obscuring criminal investigative efforts. In effect of 

technology has conclusively altered the criminal justice landscape such that enterprising and 

assertive criminals have consciously turned to the computer to commit their illegal activities in 

such circumstances which the computer confers as the mechanism of the crime that means by 

which it is committed. Besides, in cases in which the victim’s computer or computer system is 

the target or motive of the act. The presence of new computer technology assists cybercriminals 

in circumstances in which the computer’s role is expendable to the crime and circumstances in 

which the computer is used to the home and protect information that evidence will be tying the 
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offender to criminal activity. An interrelationship among these kinds of crimes is that the 

offender to a great degree and depends on the lack of technical skills of law enforcement to 

successfully take place the offences and get away undetected. The empirical evidence has been 

available based upon the self-assessed skills of investigators in this place and criminals would 

have credible reason to feel some confidence in their chances to evade detection of their crimes. 

 

CYBER LAWS 

The appropriate interpretation of The Cyber Law which is ‘paper laws’ in the ‘paperless world. 

it incorporated legal conflict related to the use of communication and technology. The Cyber 

Law comprehend a vast portion and regulates cyberspace beyond any physical boundaries, such 

as intellectual property, contract, data protection laws, jurisdiction, privacy, and freedom of 

expression etc. It directs the digital circulation of software, information and online security etc. 

The Cyber Law was introduced to eradicate unauthorized access to computers and illegal usage 

of digital information. At present, there are two major states in India which govern online 

criminal liability such as the Indian Penal Code, 1860 and Information and Technology Act, 

2000. Though ‘Cyber Crime’ is not officially defined in the IT Act or any other statute or 

legislation. Hence, the concept of cybercrime is just a “combination of crime and computers”. 

Cyber Law is important because it touches almost every aspect of human activity done via 

computer networks, the World Wide Web and cyberspace which makes it impossible for a State 

to track every online activity done by the citizens. To regulate such online activity which tends 

to harm someone by unauthorised use of technology the State should have a Cyber Security 

Law.     

 

There is no specific jurisdiction of The Cyber Law due to the massive use of the internet 

worldwide. Almost 4.66 Billion people have access to online activities with the number of 7% 

increase annually. The Internet can be accessed anywhere anytime which make it complicated 

to track the actual jurisdiction of a particular computer-based crime though it varies from 

country to country with their own National Cyber Security Laws. The area of Cyber Law 

provides legal recognition to e-documents, which makes India recognise electronic documents 

as admissible evidence in a court of law. It can be provided as a 'Primary Evidence'[3] after 

fulfilling all the appropriate necessities. 

 

In India, The Cyber Law provides legal recognition to electronic commerce and facilitate the 

filing of electronic records with the government by the Information and Technology ACT, 

2000[4] which came into force on October 17, 2000. Offences related to information 

communication, technology, digital communication and violations of rules, regulations etc. 
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were first categorised under the Information and Technology Act, 2000 which was later 

amended in 2008. This Act dispenses a legal framework for electronic governance by giving 

accreditation to electronic records and digital signatures. It involves all the offences or crimes 

which were done via unauthorized access of any computers i.e. “Tampering with the computer 

source documents, Hacking with a computer system, Publishing of information which is 

obscene in electronic form” etc. The reason of the I.T. Act various statutes were amended to 

accommodate the new technological evolution namely Indian Penal Code, 1860, Indian 

Evidence Act, 1872, Banker’s Book Act, 1891 and Reserve Bank of India Act, 1934.   

 

CYBERCRIMES 

It is a collation of two words 'Cyber' which means internet and other electronic networks and 

'Crime' means criminal activity. On the other side, it may be defined as distributing, altering, 

creating, misusing and destroying valuable information via computer without the presence of 

physical force. Although, there are some offences such as – 

 

1. Identity Theft - It refers to a host of frauds, thefts, forgeries, false statements etc. 

However, it is a crime resulting from misappropriation and abuse of personal 

information. Generally, it involves acquiring key pieces of someone's identifying 

information and committing various crimes in that person name. It could result in the 

violation of an individual's privacy and made a punishable offence under IT Act, 2000. 

2. Cyber Stalking - It is merely an extension of the physical form of stalking and it occurs 

via electronic media such as the Internet, e-mail or other electronic communication 

devices that are used to pursue, harassing, threatening conduct through phone calls, 

written massages, etc. According to Indian Penal Code, section 503 deals with 'Criminal 

Intimidation' which confers "Whoever threatens another with any injury to his person, 

reputation or property, or to the person or reputation of anyone in whom that person is 

interested, with intent to cause alarm to that person, or to cause that person to do any act 

which he is not legally bound to do, or to omit to do any act which that person is legally 

entitled to do, as the means of avoiding the execution of such threat, commits criminal 

intimidation". 

3. Hacking - It means an illegal intrusion into a computer system or network. Generally, a 

person commits hacking while he entering into unauthorized access with a computer 

system with the intent to cause or knowing that it is likely to cause wrongful loss or 

damage to the public or any person destroy or delete or alter any information regarding 

in a computer resource or diminishes its value or utility or affects it injuriously by any 
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means. In other words, 'hacking' involves a planned attempt to misuse the security 

system of a computer network or damage the contents and functioning of the system. 

4. Virus and Other Malicious Programs - The virus is a program that can infect other 

programs by modifying them to include a possibly evolved copy of itself. According to 

section 43 of the IT Act, 2000 defines 'computer virus' which means "any computer 

instruction, information, data or programme that destroyed, damaged, degraded or 

adversely affected the performance of a computer resource or attachment itself to 

another computer resource and operates when a programme, data or instruction is 

executed or some other event takes place in that computer resource". 

5. Online Gambling - Millions of websites across the world offer online gambling and 

some countries where gambling is legal such as the United Kingdom, USA, China, 

Australia, Ireland, Finland, Canada, Thailand and New Zealand etc. Although, there is 

no direct law in India to deal with the issue in the IPC has some sections which deal 

with cheating, criminal misappropriation or criminal breach of trust that may be applied 

in cases of online gambling. 

6. Phishing - It is a criminal activity in which phishers commit dishonesty or fraudulently 

accomplish sensitive information such as username, password, credit card and bank 

details, thus these would be used for identity theft and it is carried out through e-mail or 

massaging. Generally, it begins with a user having a harmful email that tries to hack the 

user's account and valuable data, information, money can be transferred to the phishers. 

7. Cyber Pornography - It refers to sexual activities on the internet and it includes porn 

websites, magazines, pictures, videos, writings, etc. "The pornography industry is the 

fastest growing industry. It is estimated to be worth approximately $60 billion in the 

year 2007. The U.S. is the world leader in the pornography industry. It spends $12 

billion on porn followed by Australia, which generates $1.5 billion revenue from porn 

sites"[5]. 

8. Cyber Defamation - It occurs while someone publishes any defamatory statement about 

another person over the internet via e-mails, messages etc. Although, it is covered under 

section 499 of IPC with section 4 of the IT Act. Section 499 of IPC confers "Whoever 

by words either spoken or intended to be read, or by signs or by visible representations, 

makes or publishes any imputation concerning any person intending to harm, or 

knowing or having reason to believe that such imputation will harm, the reputation of 

such person, is said, except in the cases hereinafter excepted, to defame that person" and 

section 4 of IT Act confers "Where any law provides that information or any other 

matter shall be in writing or the typewritten or printed form, then, notwithstanding 

anything contained in such law, such requirement shall be deemed to have been satisfied 
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if such information or matter is rendered or made available in an electronic form and 

accessible to be usable for a subsequent reference". 

9. Cyber Terrorism - It is the convergence of terrorism in cyberspace. According to 

FEMA[6] "it an unlawful attacks and threats of attack against computer, networks and 

the information stored therein when done to intimidate or coerce a government or its 

people in furtherance of political or social objectives". It has been made a punishable 

offence under the IT Act in respect of section 66F states that whoever commits or 

conspires to commit cyber terrorism shall be punishable which may extend 

imprisonment for life. 

  

PUNISHMENT RELATED TO CYBER CRIMES 

The Information and Technology Act, 2000 confers several restrictions over the accessibility of 

online activity. It defines several crimes as well as their punishments such as - 

 Section 66B – “Punishment for dishonestly receiving stolen computer resource or 

communication device.” Whoever committed such crime shall be punishable under this 

section with imprisonment of either description for a term which may extend to three 

years or with a fine which may extend to rupees one lakh or both. 

 Section 66C – “Punishment for identity theft.” Any person who committed such act 

shall be punishable under this provision with imprisonment of either description for a 

term which may extend to three years and shall also be liable to a fine which may extend 

to rupees one lakh. 

 Section 66D – “Punishment for cheating by personation by using computer resource” 

whoever committed such crime shall be punishable under this section with 

imprisonment for a term which may extend to three years and shall also liable to fine 

which may extend to one lakh rupees. 

 Section 66E – “Punishment for violation of privacy.” Any person who committed such 

crime shall be punishable with imprisonment for a term which may extend to three years 

or with a fine not exceeding two lakh rupees, or both. 

 Section 66F – “Punishment for cyber terrorism.” Whoever committed such crime shall 

be punishable under this provision of the statute with imprisonment which may extend 

to imprisonment for life. 

 Section 67 - “Punishment for publishing or transmitting obscene material in electronic 

form.” Any person who committed such crime shall be punishable under this provision 

with imprisonment of either description for a term which may extend to five years and 

also with a fine which may extend to ten lakh rupees. 
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 Section 67A – “Punishment for publishing or transmitting of material containing the 

sexually explicit act, etc. in electronic form.” Whoever committed such crime shall be 

punishable under this statute with imprisonment of either description for a term which 

may extend to five years and with fine which may extend to ten lakh rupees and in the 

event of second or subsequent conviction with imprisonment of either description for a 

term which may extend to seven years and also with fine which may extend to ten lakh 

rupees. 

 Section 67B – “Punishment for publishing or transmitting of material depicting children 

in the sexually explicit act, in electronic form.” Any person who committed such shall 

be punishable under this statute with imprisonment of either description for a term 

which may extend to five years and with fine which may extend to five years on the first 

conviction and in the event of second or subsequent conviction with imprisonment of 

either description for a term which may extend to seven years and also with fine which 

may extend to ten lakh rupees. 

 Section 71 – “Penalty for misrepresentation.” Whoever committed such crime shall be 

punishable with imprisonment for a term which may extend to two years, or with a fine 

which may extend to one lakh rupees or both. 

 Section 72 – “Penalty for breach of confidentiality and privacy.” Any person who 

committed such offence shall be punishable under this provision with imprisonment for 

a term which may extend to two years or with a fine which may extend to one lakh 

rupees or both. 

 

LANDMARK JUDGMENT 

Shreya Singhal Vs Union of India[7] 

Background Facts 

The two women were arrested under Section 66A of the IT Act, alleged to have posted 

objectionable comments on Facebook regarding the complete shutdown of Mumbai after the 

demise of a political leader. Section 66Aof IT Act states that whoever by using a computer 

resource or communication provides information that is offensive, false, or causes 

inconvenience, danger, annoyance, insult, hatred, injury, or ill will, be punished with 

imprisonment. The women filed a petition challenging the constitutionality of Section 66A of 

the IT Act because it is violative of the freedom of speech and expression. 

Issue 

The validity of Section 66A of the IT Act was challenged before the Supreme Court. 

Judgement 
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While pronouncing the decision court discussed three concepts and they were discussion, 

advocacy, and incitement. The court was of the view that mere discussion or even advocacy of 

a cause, irrespective of how unpopular the same is at the heart of the freedom of speech and 

expression. 

The Court held that section 66A is ambiguous and is violative of the right to freedom of speech 

and it takes within its range the speech that is innocent as well. It removed an arbitrary 

provision from IT Act, 2000 and upheld citizens’ fundamental right to free speech in India. It 

was of the view that even though section 66A is struck down, provisions in the Indian Penal 

Code, 1860 will continue to be applicable prohibiting racist speech, any speech that outrages 

the modesty of a woman or speech aimed at promoting enmity, abusive language, criminal 

intimidation, racism, etc. 

  

CONCLUSION 

The role and importance of the internet have been increasing expeditiously. The internet makes 

human lives convenient due to its easy and fast accessibility thusly it also attracts 

cybercriminals to ingress any information and data provided by ordinary people intentionally or 

unintentionally otherwise. Therefore, it is important to make the citizens aware and educated 

regarding cyber crimes and their heinous effects on human civilization. Due to the Nation and 

Worldwide evolution of the internet and new technologies responsible for the enhancement of 

various cyber crimes it’s been the responsibility of the State to protect the interest of its people 

by making new strict laws and implementing the existing ones. With the introduction of the 

Information and Technology Act, 2000 most vulnerable cyber crimes have been addressed by 

India yet the recognised implementation of this act still lacking in several categories due to 

unawareness. Intervention with the vulnerable information of any State can be a threat to the 

National Security, to ensure such situation enhancement of security is of utmost importance. In 

the present scenario, the urgency of secure online data and analysis is most vulnerable than 

many physical records. Cybercrime does an effect on Individuals, businesses and national 

security due to the ubiquitous of the Internet and many different countries should be worked 

together and use the legal, organizational and technical approaches to hostilities of cybercrime 

to reduce the damage to critical infrastructures, protect the internet from being abused and law 

enforcement agencies must be developed and enforced legislation, regulations, standards and 

dynamic digital technology to address the various categories of the cybercrime such as the 

investigations will be known that what and which materials to search and seize, the electronic 

evidence to recover and chain of custody to maintain. 
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